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The Future of 
Trust Online
An introduction to Electronic IDs (eIDs) and the 
power of frictionless digital authentication



Overview 
Part 1 – Trust Issues

In part 1 we discuss the challenges 
faced when trying to establish trust 
online. We also examine how outdated 
identity verification processes are 
undermining progress towards a truly 
digital marketplace.

Part 3 – eID Case Study  
– the Nordics

In part 3 we take a look at the 
successful implementation 
of eID in Norway, Denmark, 
Sweden and Finland, analyzing 
the transformational effect this 
technology has had across the 
Nordics.

Part 2 – Trusted  
Online Identity

In part 2 we introduce the concept 
of a trusted electronic identity (eID), 
exploring the impact this technology 
might have on both businesses and 
consumers. We also discuss which 
organizations are best placed to offer 
eID solutions.

Part 4 – Conclusion

In part 4 we conclude this paper with 
a brief summary.
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Part 1:  
Trust Issues
Up until recently, proving our identity has 

been a fairly straightforward process.
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After all, almost all of us have 
access to some form of physical 
identification which we’re able to 
produce as necessary. Go through 
immigration and we present our 
passport or identity card. Hire a car 
and we hand over our driving license.

But as more and more of our lives 
play out online, what was once 
a trivial matter – proving we are 
who we say we are – has become 
a lot more complicated. Online 
authentication is something most of 
us must do on a daily or weekly basis, 
yet the physical documents we rely 
upon in everyday life aren’t much 
help in the digital world.

As a result, digital 
verification is often 
cumbersome and 
inefficient.
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When signing up for simple services 
like social media accounts or a new 
email provider, users are required 
to populate a series of online forms 
with a long list of personal data such 
as their name, email address, date of 
birth, home address, phone number, 
and so on.

Doing this on a one-off basis 
wouldn’t be much of a problem, but 
with so many services accessed 
online these days, users often find 
themselves repeating this process 
over and over again – inputting 
the same information in tens, even 
hundreds of different locations. Not 
only is this frustrating and inefficient, 
but there are other implications, too.

Identity verification is often required 
for security purposes, yet the irony is 
that the data users are asked to submit 
with such regularity is the very same 
personal information most commonly 
exploited by cyber criminals. 

Additional risk is introduced by 
the sheer number of different 
credentials users are expected to 
remember, along with the various 
portals and sign in processes 
that go along with them. It’s no 
surprise that some users resort 
to writing passwords down, or 
that many forget their credentials 
entirely, particularly for infrequently 
accessed services. 

Alternatively, many users simply 
reuse the same password for all 
their services, meaning a single 
breach at a low-value service might 
compromise the security of all high-
value services.

For more complex services like 
those offered by banks and 
insurance firms, things are even 
worse, with strict Know Your 
Customer (KYC) and Anti-Money 
Laundering (AML) requirements 
meaning identity verification 
procedures are extremely rigorous.

Login

Password *******

userNAME
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40%

34%

But while the delivery of these services is often entirely 
digital, the identity verification processes that support 
them remain stubbornly analogue, working in much the 
same way they always have.

Prospective customers are 
required to submit their physical 
identity documents, like 
passports and utility bills, either 
in person by travelling to their 
bank or through the post. And 
that’s in addition to the endless 
online forms. As a result, signing 
up to these services can take 
days, even weeks, and the 
processing cost for banks is 
extremely high.

Unsurprisingly, this outdated 
and time-consuming approach 
creates friction, and the impact 
this has on sales is extreme.

An independent study 
commissioned by Signicat in 
2018 found that as many as 
52% of banking applications are 
abandoned prior to completion. 

The most often cited reasons 
for doing so were revealing: the 
amount of personal information 
required (40%), and the length 
of time taken to fill out the 
forms (34%).

These eye-opening statistics 
come at a time when the 
rise of agile fintechs, along 
with initiatives like PSD2 and 
Open Banking, have created 
more competition for financial 
services than there has ever 
been before. 

The length of 
time taken to fill 
out the forms

The amount of 
personal information 
required

Reasons why banking 
applications are abandoned 
prior to completion. 
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Ultimately, businesses are missing out, and 
consumers are growing frustrated by the 
sheer number of hoops they have to jump 
through in order to sign up for the services 
they require. 

Trust that we are who we say we are 
online, and trust that the personal 
information we share with service providers 
is safe.

At the very heart 
of all these issues 
lies a simple 
concept: trust.
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Part 2:  
Trusted Online 
Identity
Trust online is more than just a nice-to-have 

or a lofty ideal, it’s a fundamental prerequisite 

for a truly online digital market.
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Electronic Identity

In the simplest of terms, an 
eID can be viewed as the 
digital equivalent of the 
physical forms of ID we use in 
the real world – only far more 
versatile.

Much like traditional 
identification, an eID is a set 
of verified attributes relating 
to the holder. These attributes 
can be shared securely 

online, allowing individuals to 
conclusively prove they are 
who they say they are.

Instead of filling out online 
forms or submitting documents 
through the post or in 
person, eIDs can be used to 
unambiguously authenticate 
users online across multiple 
platforms and services.

Without it, analogue identity verification processes will persist, 
consumers will grow ever more frustrated, and service 
providers will lose out on more and more business.

It’s clear, then, that what’s needed is a method of verifying 
identity entirely online – a solution that’s capable of removing 
the final barrier standing between consumers on one side of 
the equation, and service providers on the other.
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Crucially, eIDs are capable of offering 
the level of identity assurance required 
to satisfy the most stringent KYC and 
AML requirements, giving service 
providers everything they need to 
confirm their customers are who they 
say they are.

The implications this has for transacting 
online are enormous. With trust 
established simply and quickly, the 
analogue gap in the onboarding 
processes is plugged and the scene is 
set for a truly digital online marketplace.

Simply by using their eID, consumers 
are able to sign up for services entirely 
online and friction free. It’s fast, 
convenient and far more secure.

Instead of attempting to memorize 
multiple credentials, portals and 
authentication processes, users can 
rely on their eID – a standardized login 
– to gain access to everything they 
need across both the public and private 
sectors. 

Banking and other financial  
services, insurance, medical, public 
services – the list goes on and on. Since 
most users will be using their eID on a 
weekly or even daily basis, forgotten 
credentials become a thing of the past. 

Being digital, eIDs are also much more 
flexible than their physical counterparts, 
allowing users to share only the 
information that’s required in a given 
situation. 

Banking/Fiance

Insurance

Medical

Public services
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This versatility gives individuals 
control over their own data, 
allowing them to transact online 
while sharing only the personal 
information that’s necessary, 
and nothing more.

With trust online established further possibilities open 
up, including the ability to use digital signatures to 
sign agreements, contracts and other documents from 
anywhere in the world. 

Digital signatures provide 
legal assurance and also 
include features that ensure a 
given document hasn’t been 
amended after the signature 
was recorded, making them 
even more secure than a 
handwritten signature.

Once again, this not only turns 
a traditionally offline process 
into one that can be completed 
remotely online to save both 
time and resources, it makes it 
more secure, too.
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And it isn’t just consumers who 
benefit from eIDs – verified identities 
offer enormous benefits for service 
providers, too.

If the time taken to fill out online 
forms and the amount of personal 
information required are the 
two leading contributors to the 
greater than 50% of online banking 
applications that are abandoned,  
it’s a safe bet that banks who 
remove both these blockers will 
become far more attractive to 
prospective customers.

By dramatically reducing the time 
taken to sign up for services and 
completely eradicating the need to 
share physical forms of ID and fill 
out pages of online forms, service 
providers help consumers sign up to 
their services more quickly and easily. 

eID has the potential to be a huge 
differentiator, then, with service 
providers who offer eID onboarding 
gaining a key competitive edge over 
rival firms.

By dramatically reducing the time 
taken to sign up for services and 
completely eradicating the need to 
share physical forms of ID and fill 
out pages of online forms, service 
providers help consumers sign 
up to their services more quickly 
and easily. eID has the potential 
to be a huge differentiator, then, 
with service providers who offer 
eID onboarding gaining a key 
competitive edge over rival firms.

of online banking 
applications to be 
abandoned

50%

Two leading 
contributors cause
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Meanwhile, banks and other service 
providers who must comply with KYC 
and AML requirements will see the cost 
of fulfilling their regulatory obligations 
dramatically reduced.

By introducing eID authentication, long, 
offline onboarding processes that are 
expensive and resource-intensive are 
replaced by a simple and entirely digital 
equivalent that is orders of magnitude 

cheaper to operate, while still compliant 
with customer due diligence requirements.

Ultimately, service providers using eID 
solutions are able to save money, bring in 
more customers, and minimize the burden 
of compliance, while the flip side of the 
coin sees consumers gain easy access 
to the services they need, without all the 
hassle and stress of outdated onboarding 
processes.

It’s truly a win-win 
situation.
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Banks, Governments, or Social Media Giants?

When eIDs were first introduced, they 
were typically issued by governments 
seeking to facilitate access to digitalized 
public services, and as a logical next step 
in population registering. But the business 
case for such schemes was limited, as 
most users only access government 
services a few times each year.

Many countries still operate government-
issued eID schemes, but these days 
service providers such as financial 
institutions and even social media 
giants are recognizing an opportunity in 
implementing eID.

It’s financial institutions, however, that are 
the most logical providers of eID. After all, 
banks must already gather a great deal of 
verified information about their customers 

– why not utilize this process to facilitate 
the creation of an eID solution? 

Furthermore, most consumers digitally 
interact with their bank frequently, on a 
weekly or even daily basis. Banks also have 
the requisite IT expertise and are already 
trusted to protect the sensitive data – not to 
mention the wealth – of countless millions 
of customers the world over.

Firms prepared to establish eID 
services have the potential to realize 
an enormously lucrative business 
opportunity, with solutions sold to other 
service providers as digital service 
enablers, and consistent revenue 
generated through each and every signup 
or authentication.
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In the next section, 
we’ll take a look 
at some of the 
examples in a little 
more detail.

Digital Utopia?

To many, a frictionless and convenient 
digital marketplace underpinned by the 
absolute trust provided by eIDs might 
sound like an idea for the future.

But the reality is that in many countries 
around the world, eIDs are already being 
used by vast swathes of the population 
to enjoy exactly the kind of secure and 
simple digital life discussed in this paper.
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Part 3:  
eID Case Study 
– the Nordics
Throughout the course of this paper, we’ve 

discussed some of the challenges faced in 

the realization of an entirely digital market.
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The History

Electronic identity is not a new 
concept in the Nordics, with 
Norway, Sweden and Finland 
each beginning to explore 
the potential of eIDs around 
the turn of the millennium. 
This was triggered, at least in 
part, by changes in EU law to 

equate digital identities with 
their physical counterparts.

Though all these countries 
implemented their own unique 
and highly successful eID 
schemes, the paths each took 
to do so were relatively similar.

Throughout the course of this paper, we’ve discussed some 
of the challenges faced in the realization of an entirely digital 
market, and the various ways eID has the potential to solve 
these problems, fundamentally changing the way people 
transact online.

But in the Nordic countries of Norway, Denmark, Sweden and 
Finland, as well is in other European countries like Estonia, the 
electronic identity revolution has been underway for some 
time. This provides us with a valuable opportunity to study 
first-hand the impact widespread adoption of eIDs can have on 
both businesses and consumers.
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After some early 
experimentation and false 
starts, it was banks – with their 
technical know-how and high 
levels of public trust regarding 
personal data – that eventually 
led the way with the rollout 
of robust and secure eID 
schemes.

In the early days, eID required 
some form of physical 
authenticator, typically a smart 
card (either dedicated, or as 
part of a regular bank card) or 
token. 

As a result, and no doubt also 
due in part to a lack of public 
awareness, uptake was initially 
relatively slow.

It wasn’t until the advent of 
software-based authentication 
solutions accessible 
via smartphone (known 
generically as mobile eID) 
became available – with 
Norway leading the way in 
2009 – that market coverage 
of eIDs truly exploded.
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Today

In 2018, eID coverage across 
Norway, Sweden, Denmark 
and Finland sits at between 
70-90% of the population, and 
the number of transactions 
processed via eID is well into 
the billions.

By providing that all-
important level of trust online, 
a truly digital marketplace has 
become a reality for tens of 
millions of people across the 
Nordics. Here, eID is simply 
a part of everyday life, used 
online to make purchases, 
sign up for new services, 
interact with the government, 
manage healthcare services 
and prescriptions, and 

practically any other digital 
interaction that requires 
authentication.

With eID acting as such an 
effective digital-enabler, it 
should come as little surprise 
that Nordic countries routinely 
top digital competitiveness 
lists, rubbing shoulders with 
(and often outperforming) far 
larger and more resource-rich 
nations.

The impact of this eID-driven 
paradigm shift has been 
enormous, with both service 
providers and consumers 
reaping the benefits.

70-90%

eID coverage across Norway, 
Sweden, Denmark and Finland 
sits at between
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Increased Sales

Norway’s largest bank, DNB, 
explains that prior to eID 
authentication, customers 
wishing to apply for a new credit 
card had to wait to receive a form 
in the post, with only 35% ever 
completing the application.

Now, using Norway’s eID solution 
BankID, customers can apply 
online in just a few minutes 
using eSignature to sign the 
forms. Sales have increased, and 
dropout rates have fallen.

35%

Norway’s largest bank, 
DNB, explains that prior to 
eID authentication, only

Service provider efficiencies

Time savings: Finance Norway, 
the industry organization for 
financial services in Norway, 
reports that prior to fully-digital 
onboarding, paper-based 
mortgage applications took on 

average 16 days, 70 sheets of 
paper and 9 mail shipments. With 
eID, this process is reduced to 
less than one day, and requires 
no paper or mail shipments. completed the 

application form.
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Service provider efficiencies

Cost savings: Estimates from 
one of the region’s top payments 
processors, Nets Norway, reveal 
that a single paper-based 
application in the banking sector 
costs somewhere in the region of 
€180 in processing and shipping 

costs. With eID authentication 
and eSignatures in place, this 
figure is dramatically reduced. 
Once all signatures in Norwegian 
banking are electronic, Nets 
Norway predict savings in the 
region of €150 million annually.

Service provider efficiencies

Fewer branches: It’s no secret 
that online services are far 
cheaper to run that those 
requiring bricks and mortar 
branches or stores and large 
workforces.

In Norway, the presence of 
physical bank branches has 
fallen by almost 30% since 2008. 
This mirrors a general trend 
across Europe, but the figure in 
Germany (a country with under 
20% eID coverage) is around half 
that with only a 14% decrease.

In Norway, the presence 
of physical bank 
branches has fallen by

Germany is around half 
that with only a

decrease

14%

30%
since 2008.
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New services available online  

Widespread adoption of eID in 
the Nordics has allowed banks 
and other service providers to 
explore new use cases and offer 
more advanced online services.

Once such example is the popular 
2-minute loan from DNB in 
Norway. This online-only service 
sees customers apply entirely 
digitally, sharing personal data 
and credit information via the 

DNB website before signing the 
application with an eSignature. 
Credit checks and real estate 
agency checks take place 
automatically in the background, 
and if lending criteria is met, the 
loan is approved almost instantly.

A process that might once have 
taken weeks is completed in 
minutes.

Customer wins

Consumer experience has 
improved across the board, with 
frictionless access to a multitude 
of services available 24/7. The 
convenience and time-saving this 

generates is great for consumers, 
who can shift their focus from 
simply getting through the process 
to looking for the best deals.

Consumer experience 
has improved across the 
board, with frictionless 
access to a multitude of 
services available 

24/7
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The Future

Despite the incredible 
success stories of eID 
implementation in the 
Nordics, much of the rest 
of Europe – including key 
markets like Germany (under 
20% eID coverage) and the 
UK (under 5% eID coverage) – 
is a long way behind.

But with so many benefits to 
be gained from widespread 
adoption of secure digital 
identities, it’s clearly not a 
case of ‘if’ eID usage will grow 
in these regions, but ‘when’. 

This presents an incredibly 
opportunity for firms – 
particularly banks – to 
position themselves as major 
players in the future of eID in 
Europe.

Nordic countries have 
shown the way. All that’s left 
now is for forward-thinking 
businesses to step in and 
take advantage of all this 
untapped potential.

20%
5%
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Part 4:  
Conclusion
While the advent of the internet age has seen 

ever more aspects of our daily lives taking 

place online.
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While the advent of the internet 
age has seen ever more aspects 
of our daily lives taking place 
online, stubbornly outdated identity 
verification processes are holding 
the digital revolution firmly in check 
by forcing customers back offline to 
prove they are who they say they are.

The core of this problem lies in the 
challenges faced when trying to 
build trust online. The kind of trust 
that not only gives consumers the 
confidence needed to complete 

sensitive transactions online, but is 
also a legal requirement of Customer 
Due Diligence processes like KYC 
and AML.

Reusable, widely accepted 
electronic IDs provide a secure 
and verifiable digital equivalent 
to traditional, physical forms of 
identification, generating immediate 
and unambiguous trust between 
consumers and service providers

The impact is simple: the creation of 
a truly digital marketplace capable 
of fundamentally changing the way 
people transact online.
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Nordic countries like Norway, 
Sweden, Denmark and 
Finland have led the way, each 
implementing successful, bank-
led eID schemes that have 
achieved unprecedented levels 
of adoption and usage. 

Consumers in these countries use their eIDs for fast 
and convenient access to the services they need online, 
while businesses benefit by saving money during 
onboarding, reducing overheads, and simultaneously 
breaking down the barriers that have traditionally 
turned customers away from their online services.

In spite of the Nordic success 
stories, eID is still a poorly 
understood concept in many 
countries, with notable markets 
like the UK and Germany 
suffering from incredibly low 
eID coverage and engagement.

This represents a huge 
opportunity – particularly for 
banks – to establish market-
leading eID solutions in these 
regions that can go on to 
become just as successful 
and integral to everyday life as 
those seen in the Nordics.
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